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1 Introduction
1.1 Acronyms and definitions
Acronym Definition
VDES Video Door Entry System
VVP View Vimar Portal
MyVimar The Vimar users database (MyVIMAR - Vimar energia positiva')
VDIPM Video Door IP Manager, the tool used by installers to install a VDES fromscratch.
Card Reader Driver The software makes it possible to read the transponder cards from the VIEW portal using the
transponder reader (art. 41017).

1.2 Content of the document

This manual is structured as follows:
« a brief overview of what a riserless VDES is and how the View Vimar Portal comes into play
» a chapter describing the user and roles of the portal
» a chapter describing all the pages and features of the portal.

1  https://www.vimar.com/it/it/user/login
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2 Overview of the riserless system

21 What is a riserless VDES?

As the name suggests, a riserless VDES is a video door entry system which, in its pure version, does not contain any cabled home stations and so
does not require any building vertical risers. In this kind of system, the home station functionalities are provided by an APP installed on the tenants
smartphones. This implies that the building system (i.e. entry panels and accessories) must be granted permanent Internet access in order to place a
call to one of the apartments.

In the Vimar riserless VDES, this is achieved by the use of a riserless video gateway (P/N 40165) that connects the building VDES to a router which in
turn is connected to the Internet as shown in the following figure.

" Cloud

’ 4 Apartment ¥

router

| El
HEH
FE

| El
| El

>

One video gateway can serve up to 100 apartments and for each apartment it is possible to activate up to 5 different mobile home stations (i.e. APP
instances) as follows:

» 3 mobile home stations with video preview: when receiving a call the APP will show you the video preview from the calling entry panel;

= 2 mobile home stations without video preview: when receiving a call the APP won’t show you the video preview. The video will be activated only
upon answering the call.

In order to provide such a service for a specific apartment, the gateway must be provided with a license for that apartment. The licenses can be loaded
on the gateway via the VDIPM tool.

Last but not least, up to 16 video gateways can be installed inside the same plant for an overall 1600 apartments.
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2.2 Backward compatibility with traditional VDES

The riserless VDES does not exclude the presence of physical home stations which can be installed along with the mobile ones. The only caveat is that
phisical and mobile apartments will respond to different dial codes. There actually is a feature to pair a physical apartment with a mobile one by a sort of
‘partnership’ (see "Installer and maintainer” (chapter 5.2)).
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2.3 Managing a riserless system: how the portal comes into play

Ariserless VDES system is a complex and dynamic system, in that the mobile home stations are continuously subject to changes since they are
associated to the person rather than the physical apartment. A person can change her/his smartphone pretty frequently, or can move to some other
home. In both cases an upgrade on the system configuration is obviously needed. However, differently from traditional VDES’s (where only physical
home stations exist), it is not conceivable to require an intervention on premises every time a tenant operates such a change. For this and other reasons
Vimar has created a cloud, web-based configuration tool to be used to manage the configuration of a riserless VDES: the View Vimar Portal which is the
subject of this manual.
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3 Users and roles

The Vimar portal is a profiled web application that can be used by the following type of users:

VIMAR

Profile Description Multiplicity MyVimar account
required
Installer The person, not necessarily Vimar, who is responsible for the There esists only one installer per YES
installation and configuration of the plant. plant.
Maintainer Invited by the Installer to whom typically reports. He has the There may be from 0 to N>1 YES
same grants as the installer with the sole exception that he maintainers associated to the same
cannot invite other maintainers and he cannot remove himself plant.
from the plant.
Plant manager The person, not necessarily Vimar, who is responsible for the There esists only one plant YES
management of an installed plant. manager per plant.
Operator Invited by the Plant Manager to whom typically reports. He has | There may be from 0 to N>1 YES
the same grants as the Plant Manager with the sole exception operators associated to the same
that he cannot invite other operators and he cannot remove plant.
himself from the plant.
Apartment He is a privileged end user because he can fully manage the There esists only one apt manager | YES
Manager APP services associated to his flat. per flat.
Inquilino He is the typical end user who can use his Video Door APP as | There may be from 0 to P>1 YES
a mobile home station. tenants associated to a single flat.
Only 5 of them can have the APP
and only 3 out of these 5 can have
the early media.
Vimar Superutente | He is the Vimar superuser who can overrule any invitations There might be more than one NO
made by other installers and/or plant managers. superuser.
Guest He is a special user in that he is not required to have a There might me more guests NO
MyVimar account. So, typically he cannot even login to the associated to the plant.
portal. Acommon example is a person who is connected to
the plant but does not necessarily live there, like the cleaning
people.
8 @
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4 Installing a configuring a riserless system: from premises to remote management

This following diagram addresses the question as to how a riserless system is first installed and configured in order for the users to be able to manage it
via the View Vimar Portal.
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5 Using the portal

5.1 Common features
5.1.1 Login and logout

In order to access the View Vimar Portal you have to be registered to the MyVimar database. When requesting login to the portal you shall input the
same credentials you have used when registering to MyVimar.

As seen in "Users and roles" (see chapter 3) , you can be assigned back-office roles (Installer, Plant manager, Maintainer, Operator) and/or front-office
roles (Apt manager and Tenant). According to this division, there are two different URLs that serve these two categories:

* https://view.vimar.cloud/back-office?
 https://view.vimar.cloud/front-office
Clicking on either of these URLs you will be prompted the MyVimar login form where you have to input your credentials.

i4 VIMAR

energia positiva

Log in to MyVIMAR

@gmail.com

Have you forgotten or want to change your password?

Are you not registered? Create a new account

Discover services and privacy protections MyVIMAR

Access profiles will be deleted after 36 months of inactivity (except for users
who have advanced connected services).

1 Login form

When authenticated, you will be granted access to the portal and your landing page will be different according to the roles you possess and the URL you
have chosen. Further details will be given in the following paragraphs.

When the user is logged in, his/her email is shown in the upper right corner and in order to logout you just have to
click on it and then click on the ‘Exit’ item in the dropdown menu.

2  https://view.vimar.cloud/back-office

10 &)
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' VDESRMP Elvox *
& G O nhitpsy/preprod i k-office/plants %t @ @
8 EniicoDeotto - Co.. & VDESRMP-BO i VDESRMP-FO &4 VDESRMP-ADMIN | B Other favorites

LIVIMAR

energia positiva

Change password

a Filters Exit

I

Plant

. Plant ‘ . Region/State

Address

Country

Country

Plants list . -

‘ Plant Country © Region/State * City © Address:  ZIP: Roles © ‘

[l impianto50_VGRL_RTA  Grecia Lombardiaesattc  PiazzaMai  Piazza Mai 20430 nstaller - ‘

2 Logout

H IMPORTANT: after the logout you will be redirected to the login page of the same URL (back-office or front- office) you were logged into.

1 @
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5.1.2 Languages

The View Vimar Portal is localized in 12 different languages:

Italian, English, French, German, Spanish, Portuguese, Dutch, Swedish, Polish, Russian, Greek and Arabic. In order to switch the language you can use
the language picker on the right of the top bar.

uj VIMAR AR aT A s A A Toei@cMAIL.coM (IREES
Dashboard s / Dashboard T o
7 = French
Administration
Italian
Phonebook Name. uID Installed on Installed by Plant manager e
Actiigions Impiainto 50_VGRL_RTA 00c0089966251638372374 vimar.rtainstallatorel@gmail.com vimar.rtagestore2@gl  Dutch
Gateways German
u spanish
Access control > Home stations Entry panels | Servers Gateways [ Licenses Other devices
Portuguese
Plant mo
P ) /0 11 3 Greek
Russian
Swedish
Flats (Physical/Virtual) Active mobile APPs Switchboards Inputs / Outputs
Polish
2/50 6 0 8/7
Maintenance activity
User
- =
Date User Role Activities
2021/12/011635:40 Inquilino Installer intervention on premises
2021/12/011617:52 Inquiline Installer intervention on premises
2021/12/0116:26:18 Inquilino Installer intervention on premises
2021/12/0116:26:22 Inquilino Installer intervention on premises
2021/12/0116:31:09 Inquilino Installer intervention on premises
2021/12/01 16:49:30 inquilino Installer intervention on premises
2021/12/0116:58:47 Inquiline Installer intervention on premises
2021/12/0310:0458 Unknown Installer Installer intervention on premises
2021/12/03 1014:25 Unknown Installer Installer intervention on premises

a8 Switching to the Arabic language will also switch to a right-to-left layout.

12 &)
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5.1.3

Password change

VIMAR

As already mentioned in "Login and logout" (see chapter 5.1.1), the credentials to access the View Vimar Portal are the ones you have used when
registering your MyVimar account. Consequently, in order to change your password you must open your MyVimar account page. In order to do that,
from the View Vimar Portal click your name on the upper right corner and then hit on ‘Change password’ in the dropdown menu.

Dashboard blants | Dashboard

Administration

Phonebook Name
cetioiot Impianto 50_VGRL_RTA
Gateways
Access control > Home stations
Plant ma
P 2
Flats (Physical/Virtual)
2/50

Maintenance activity

user

User

Date

2021/12/01 1695:40

2021/12/01 16:17:52

202/12/01 16:2618

2021/12/01 16:26:22
2021/12/01 16:31:09

2021/12/01 16:49:30
2021/12/01 16:59:47
2021/12/03 10:04:58

2021/12/03 10:14:25

Installed on Installed by

00c00899e6231638372374 Nov 24, 2021

Entry panels [ Servers Gateways [ Licenses

/o 1
Active mobile APPs Switchboards
5 0

User Role

Inquiline Installer

Inguiline Instalier

inquilno installer

inquiline Installer

inquilino installer

inquilino installer

inquilino Installer

Unknown Installer Installer

Unknown Installer Installer

vimar rta.installatorel@gmail.com

Change password &

Exit
Plant manager

vimar.rta.gestore2@gmail.com

Other devices

Inputs [ Outputs

8)7

Activities

intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises

intervention on premises

3 Link to change your password

A new tab will be opened which points to the MyVimar website and where you can easily change your password.

13

id VIMAR

energia positiva

Reset password

Complete the window. An e-mail containing a code will be
sent to your inbox to verify your e-mail address.

New password @

Re-enter Password @

v Reset Password

Do you already have an account? Access.

Are you not registered? Create a new account

4 MyVimar form for password change

®
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5.1.4 Invitations

VIMAR

Invitations are the means by which the View Vimar Portal assignes services to its users. These services are summarized in the following table:

Service

First installer

Following installers

First plant manager

Following plantmanagers

Maintainer
Operator

Apt Manager

Tenant

Inviter

N.A.

Installer or Plantmanager

Installer

Installer (if PM is vacant)or
Plant manager.

Installer
Plant manager

Plant manager or previous
Apt manager

Plant manager or aptmanager

Notes

This invitation is automatically issued as soon as a new plant is
connected to the Internet. The installer who hasconfigured the devices on
premises will be sent the first invitation to start operating on the portal.

When the new installer B is invited, the old installer A remains in charge
until installer B accepts the invitationand takes office.

An installer can only invite a plant manager when thereis currently no
plant manager who has officially accepted his invitation.

When the new plant manager B is invited, the old plantmanager A
remains in charge until plant manager B accepts the invitation and
takes office.

When the new apt manager B is invited, the old aptmanager A remains in
charge until apt manager B accepts the invitation and takes office.

When you receive an invitation you will be prompted with a page like the following after logging in:

L VIMAR

Invitations list

Plant

Impianto 50_VGRL_RTA

sender

Inquilino2

B Ell

Role

Maintainer [Aceept] | pecine

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

E When you receive an invitation you can:
 decline it — nothing changes. Like the invitation had never been issued.
» accept it — you will immediately take office and benefit of your new service. In case you have been assigned a role like installer, plant mana-
ger or apt manager, your predecessor will be deprived of the same role in your favor.

14
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5.2 Installer and maintainer

5.2.1 Plants list

This page is the landing page of the back-office users after logging in:

anargia positiva

Region/state
8l Region/state

Impianto10_VGRL_RTA itali sen ViaPrima strada 35128

The page shows all the plants you have a back-office role on. If you click on a plant where you are either installer or maintainer, you will land on the
Dashboard page of that plant.

15 @
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5.2.2 Dashboard

VIMAR

After selecting a plant, installer and maintainers land on a dashboard like the one in the figure below:

VIMAR

Dashboard

Plants / Dashboard

Administration

Phonebook Name uip
AGIGIOrs Impianto 50_VGRL_RTA
Gateways
Access control > Home stations

Plant map

Flats (Physical/Virtual)

2/50

Maintenance activity

User

u User

Date User

2021/12/0116:5:40 Inquilino
2021/12/0116:7:52 Inquilino
2021/12/0116:2618 Inquilino
2021/12/0116:26:22 Inquilino
2021/12/0116:31:09 Inquilino
2021/12/0116:48:30 Inquilino
2021/12/0116:59:47 Inquilino

2021/12/0310:04:58

00c00899ee261638372374

Entry panels | Servers

Active mobile APPs

Unknown Installer

Installed on

Gateways / Licenses

Switchboards

Role
Installer
Installer
Installer
Installer
Installer
Installer
Installer

Installer

AR BT A ST AL TR L @GMAIL.COM ISR

Impianto 50_VGRL_RTA

Installed by Plant manager

vimar rtainstallatorel@gmail.com vimar.rta.gestore2@gmail.com

Other devices

11 3

Inputs / Outputs

Activities

intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises
intervention on premises

intervention on premises

intervention on premises

The top part contains some general information on the plant such as:

* Name: the name of the plant
» Plant UID: the unique ID of the plant

« Installed on: the date when the plant was first connected to the Internet
* Installed by: the email of the installer who first configured the plant and connected it to the Internet

* Plant manager: the email of the current plant manager

* Home stations: the number of physical home stations in the plant (in case the plant is not fully riserless)
» Entry panels/servers: the number of entry panels and (possibly) a server
» Gatewaysl/licenses: the number of gateways (40165) in the plant and the number of license activation codes loaded on these gateways
» Other devices: the number of IP devices not included in the previous lists: /0O modules, RFID readers, Num Keyboard

» Flats (physicall/virtual): the number of licensed flats in the plant, divided into physical and virtual

« Active mobile APPs: the number of active APPs currently configured in the plant

» Switchboards: the number of switchboards configured in the plant
* Inputs/Outputs: the number of digital I/O configured in the plant.
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5.2.3 Administration (installer only)

The Administration page allows to:
» read and modify the plant location info
« invite a new installer and/or a new plant manager
* invite/edit/remove a maintainer

AR BT A T AR TG L @GMAIL.COM [T R

Dashboard Plants / Administration Impianto 50_VGRL_RTA -

Administration

p— . o 8
Actuators
Plant Impionto 50_VGRL_RTA Region/state Lombardia esattamente milaro Address Piazza Mazzini di milano
Gateways
o o county Grecia city PiazzaMazini di milano 2P 20430
Plant map
a Installer a Plant manager
Name Inquilino2 . i Name gestore2
Email VimarRTAlnstallatore2 @gmail.cem Email vimar.rta.gestore2@gmail.com
A Maintainers
& Maintainer filters B8
Name Email
Name Email
Phone
Phone
Maintainers list (2

Name Email Phone status
No data to display

0 Total

5.2.3.1 Read and modify the plant localtion info

Just change any of the strings in the upper groupbox and hit the green button on the upper right corner to save the change.

5.2.3.2 Invite a new installer

The left part of the middle groupbox shows the logged installer and the buttons to invite a new installer or to remove yourself from the plant. In the
former case you will be asked to insert Name and Email of the new installer you'll want to be your successor. The email you provide must belong to a
MyVimar registered account who has already logged into the VDIPM application at least once. When you invite a new installer the Vimar View Portal
sends an email to the nominee with all the necessary instructions to accept the invitation and take office. Until s/he does so, you can still operate on the
plants. If there is a new invited installer who hasn’t taken office yet the portal shows a box like the following:

a |nstaller
Name
& e =

Email @gmail.com

Hitting on the green button you can change the invited person. Hitting on the yellow button you can remove the current invitation and hitting on the red
button you can remove yourself from the plant, effective immediately.
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5.2.3.3 Invite a new Plant Manager

As an installer, you can invite a new plant manager only when there is no confirmed plant manager who has taken office. Only in this case you will be
offered a button to invite a new plant manager in the right part of the middle groupbox.

4 Plant manager

Name =

Email -

In case you have invited a plant manager and he hasn’t taken office yet the situation is pretty much analogous to the one mentioned about the invited
installer:

4 Plant manager

Recipient's name

Recipient’s email @gmail.com

Finally, when the pending Plant Manager accepts the invitation, the groupbox will become like the following and the Installer won’t have any more power
over the Plant manager:

a Plant manager

Name

Email @gmail.com

5.2.3.4 Invite/edit/'remove a maintainer

The bottom groupbox shows the list of the maintainers currently configured on the plant with some simple filters that can be used to narrow the list.

a Maintainers
por—— (o]
Name Emait
g g
Phone
B
waintaners s B
Name Email Fhone status
o sz R EE
Enrico @vimarcom PENDING CAN )
2 Total B 1 (current) 8

For each maintainer the portal shows Name, Email, Phone and Status. The status of a maintainer can be twofold:

. PENDING: the maintainer has been invited by the installer but has not accepted the invitation yet. S/he is not operational yet. The only
operation allowed on a maintainer in this status is the removal which is actually a simple deletion of the invitation.
. CONFIRMED: the maintainer has been invited by the installer and has accepted the invitation. S/he is now fully operational on the plant.
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5.2.3.4.1 Invite

You can invite a new maintainer by hitting the - icon. When doing so, the portal opens a popup like the following:

Invite maintainer x

Invite new maintainer

Name Name
Email Email
Phone Phone

where you can insert Name (mandatory), Email (mandatory) and Phone (optional). When you confirm, the portal sends an email to the new maintainer
similarly to what happens when inviting an installer or a plant manager.

5.2.3.4.2 Edit

You can modify the properties of a maintainer by hitting the - icon on her/his entry. Once a maintainer has been inserted you can only modify the
phone property. In case you need to change her/his name you can always delete and create her/him again with the desired name.

5.2.3.4.3 Delete

You can delete a maintainer by hitting the . (or s if pending) icon on her/his entry.
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5.2.4 Phonebook

VIMAR

The Phonebook page contains the list of all the flats, entry panels and other IP devices configured inside the plant. The upper part contains some filters

that can be used to narrow the list.

Dashboard Plants | Phonebook

Administration

Phonebook A Filters u
Actuators )
Name Building Type
f— B B s
Access control > . ~ Num keyboard
Dial code Stair
Plant map n Dial code n Stair Switchboard
visible Flat Ehtry ponst
n . Hle=
Riserless Alias RFID
Al v | [El 2o
server
Phonebook
Building stair Flat Type Dial code Riserless Vvisible Name Alias
scalal Flat 0201001 o = 40607 P2
scalal 1 Flat 0101001 m] = 40607 _P! fisso
default Entry panel 10000001 (m] = Ingresso Nord AS
default default Num keyboard (m] = Tastiera 41020
default default RFID [m] = Lettore tessere
Pal scalal 2 Flat 0101002 = = Primo Apt
Scalal 3 Flat 0101003 = = Secondo Apt
scalal 4 Flat 0101004 = = VGRL_3
Scalal 5 Flat 0101005 = = Quarto Apt
Scalal 8 Flat 0101008 5] = Quinto Apt i

Depending on the type of list item (flat, entry panel, other), you have different settings, as shown in the following paragraphs.

5.2.4.1

Flat configuration page

When you click on a flat record, the portal will show the following page:

Dashboard Plants | Phonebook | Details
Administration
Phonebook a
Actuators
Gateways gode
Access control > Alias
Plant map
@ visible

Partner flat

Name

Tveet

0100301

Pippo

Riserless

Partner fiat

Video URL

rtsp://10.0.0.209:554/profilel

Building palazzol S Name 1
Stair Comune < Name 2
Flat = Ext.
visible Name Type
L] PESS00] ottuazione AV DOOR
TASTIERA della targa DOOR
RFID Targa Prova DOOR
RFIDAB002 attuazione UGHT

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Impianto 10_VGRL_RTA
o
Virtual 14

Name 2

visible

In this page you can change the following parameters.
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5.2.4.1.1 Configuration

Primary, secondary and extension names

Building, stair and flat: only for riserless flats

Visibility of the flat on the entry panel

Alias: custom name assigned to the flat by the backoffice users - it cannot be changed by tenants or apt managers

Dial code: changing the dial code is a delicate operation and you must confirm you really want to proceed by unlocking the yellow lock in the upper
right corner. Furthermore, when you do that you are unblocking the setting for all the items in the phonebook and it cannot be reverted unless you
use the VDIPM on premises.

Partnership: this feature allows you to associate a physical flat (i.e. with its physical home station) to a virtual one. When doing so, if you call the
virtual flat both the two flats will ring. However, this is not symmetrical: if you call the physical flat the virtual one won’t ring.

5.2.41.2 CCTV assignement

This box shows all the CCTV configured in the plant and allows them to select the ones that can be accessed by the flat.

5.2.41.3 Actuators assignment

This box shows all the actuators configured in the plant and allows them to select the ones that can be activated by the flat.

5.2.4.2 Entry panel configuration page

The entry panel configuration page contains a first group of parameters which are analogous to the ones described in "Flat page configuration” (see
chapter 5.2.4.1). In addition you can tune up some special entry panel settings grouped in 4 categories as shown in the next paragraphs.

5.2.4.21 Configuration

a Configuration -]
Bidléode 10000001 Building ] Name TARGA PRINCIPALE

o ol @ visible

5.2.4.2.2 General

21

General
AV menu password 1 v 2 v 3 v 4 v
Conversation time 5 105 300
Day buttons brightness o 10 100
Buttons brightness mode Auto v
Night buttons brightness a 75 100
Buttons tone ON -
Language English s«
Lock time 500 30000
Vocal synth OFF ¥
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5.2.4.2.3 Camera

Exposure mode ‘ 0 v ‘

Day LED Brightness d 100
e

LED brightness mode Auto v

Night LED brightness

5.2.4.24 Sound

[==]

Buttons tone volume ‘ i v ‘
Microphone volume ‘ 5: v ‘
Ring volume ‘ 100 v ‘
Speaker volume ‘ 50 v ‘

5.2.4.2.5 LCD Screen

Admin password | Down ~ | pown v | | pown ~ | oown v | | bown v
srightness K |
Building filter | oFF v
Color | white » |
Fontsize | Normal ~
Infofilter o v
Letter filter ‘ OFF v ‘
Menu type ‘ Browsable v ‘
stairs filter | o v
standby Lon v
p— E e R S

5.2.4.3 Other items configuration page

The other phonebook items, with the exception of the server which is a read-only item, can be configured with the same groupbox as "Entry panel main
configuration" (see chapter 5.2.4.2).
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5.2.5 Actuators

This page shows the list of all the actuators configured in the plant.

LI VIMAR

Impianto 10_VGRL_RTA

Dashboard Plants / Actuators

Administration
Phonebook a Filters u

Actuators
Name Time

— g g

Access control »

icon

Plant map DOOR
SWITCH

LIGHT

Name Time icon
PES500] attuazione AV 500 DOOR -
TASTIERA della targa 500 DOOR ﬂ
RFID Targa Prova 500 DOOR n
RFID45002 attuazione 500 UGHT .
Rele45003 attuazione 1 1000 DOOR n
Reled5003 attuazione 2 500 LGHT .

15 Total ! 23

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Clicking on the pencil icon you can open a popup where you can change the following 3 properties:
* name
« relay time (in milliseconds)
* icon type (DOOR, LIGHT or SWITCH)

Output properties

Name TASTIERA della targa
Time (msec) 500
lcon DOOCR v

e
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5.2.6 Gateways

This section of the portal allows you to operate on the video gateways in terms of:

« licenses: check current ones and upload new ones
» fw upgrade: check current versions and upgrade current firmware.

When you hit on the ‘Gateways’ button you'll see a page which gives you an overview of the plant gateways:

VIMAR

Dashboard pPlants | Gateways

Administration

Phonebook Gateway

Actuators

MAC address Loaded licenses

Gateways

Access control >

Plant map

14 Total

Current FW version

1202020202 rev6201 [preprod]
1202020202 rev6201 [preprod]
1.2.02020202 rev6201 [preprod]
1202020202 rev6201 [preprod]
1.2.02020202 rev6205 [preprod]

1.2.02020202 rev6205 [preprod]

state

Update not available

Update not available

Update not available

Update not available

Update available

Update available

View Vimar Portal - Powered by Vimar, ver-12.7 | Privacy Policy

VIMARRTA.INSTALLATORE2@GMAIL.COM = Eeg

FJ 14 VGRL

BEE

1(current) [PEEE

5.2.6.1 Gateways summary page

For each gateway the table shows:

» MAC address: identifier of the gateway which is the MAC address of the LAN interface
» Loaded licenses: number of flats which are covered by the licenses loaded on the gateway

» Current FW version: the current firmware version of the gateway
+ State: describes the following conditions the gateway can be in:

* Update not available: the gateway has already the latest firmware. The upgrade button is disabled.
* Update available: there is an available firmware version that can be downloaded and installed. The uprade button is enabled and by clicking it

you can start the upgrade process.

» Update activating: the update process has been started and is on its way. An update process will take approximately 2 minutes. At the end of it

the gateway will get back to the Update not available state.
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5.2.6.2 Gateway details page

By clicking the name of a gateway in the summary page, the portal will show the gateway details page:

VIMAR

Dashboard

s [ Details

Administration

Phonebook Gateway
Actuators
MAC address Loaded licenses
Gateways
Access control » feibe:9c:60:64:46 62
Plant map
17Total

License codes

Select License code

53590113b897efcclc28b112b7580bd9

56b6k42911d712e93acBdBesch35eh]

93e160{3869877504bddc0fab5fegaTe

aBoafbfff882a0d5578bB7ael324ed3b

Flats

Name Building stair

No data to display

0 Total

Current FW version

1202020202 rev6201 [preprod]

Quantity
1
1
10
50
Flat

state

Update not available

status

Dial code Alias

VIMAR.RTA.INSTALLATORE2@GMAIL.COM Ji=1Rd

Visible

L

Pj 14 VGRL

(r]

L ] <]

The first section shows the main gateway info which was already shown in the summary page.

The second section shows the details of all the licenses loaded on the gateway. By checking the various license codes the third section is filled up with
the list of the flats which are covered by the checked licenses like shown in the following figure:

Dashboard

Administration

Gateway
Phonebook
Actuators MAC address Loaded licenses
Gateways
febC0c60:64:16 62
Access control >
1Total

Plant map

License codes

Select License code
53590113b897efccfc28b112b7580bdg
56b6b42911d7f2e93ac8dBeEcH35Cb]

9316i{3869877504bddcofgbSfea7e

aBaafbfff882a0d5578b87cel324ed3b

Flats

Name Building Stair

Virtual Ap:

Building! Common

Building! Common

2Total

Current FW version

1202020202 rov6201 [proprod]

Quantity

1

Flat

state

Update not available

Status

Dial code Alias

38101

38102

VIMAR.RTA.INSTALLATORE2@GMAIL.COM JIZ\R g

Visible

©

-

e

v

L <]
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5.2.6.3 Upgrading the gateway firmware

This operation can be performed either from the gateway details page or from the summary page. When there is an update available for a specific
gateway the gateway state changes accordingly to ‘update available’ and the update button gets enabled. Once this happens you can click it and you'll
start the update process which will take approximately 2 minutes. The gateway state will turn to ‘update activating’ and during this phase the gateway
will upgrade its firmware and will perform a complete restart. During this phase you can click on the reload button in the upper right corner to force a
refresh of the page. At the end of the entire process the gateway will show the newly updated firmware version and the corresponding state will be back
‘update not available’.

5.2.6.4 Loading a new license on a gateway

This operation can only be performed from the gateway details page. You can click on the :plus_cyan_ico: button and the portal will ask you to provide a
valid license code.

New license code

Input new license code

License code License code

Once you have inserted a license code, the portal will check it and if it is valid it will load it onto the gateway.
This operation may require up to 1 minute and the license status will be shown as ‘PENDING’. You can refresh the status by clicking the ‘reload’ button
in the upper right corner of the ‘License codes’ box.

At the end of this operation the new license is shown at the end of the list of the loaded licenses. Next, you can select the license to check the new flats
which have been activated and you can possibly modify the relative configuration, if needed.
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5.2.7 Access control

This section of the portal allows you to configure the access control system of the plant. More specifically hitting the
‘Access control’ button a menu of 4 items drops down:

* Gates

* Users

* Groups

* Holidays.
Clicking on any of such items opens a dedicated page whose details are described in the following paragraphs.

5.2.71 Gates
This page shows all the gates initially configured on the plant by using the VDIPM application.

Dashboard Plants | Access control [ Gates

Administration

Phonebook Access
Actuators
S Name Devicename
ey PE——— S—— ®
Gotes N— — 8
Users

N— — #
Groups
Holidays 3 Total 1(current) [

Plant map

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.81.12

Beware that in order to create or remove a gate you need the VDIPM. From the portal you can only change the name of a gate which is already present
by clicking on the pencil icon on the right of the gate entry. A simple form will popup like the following:

Edit gate

Gate PESB00I ingresso - cam

 ceee JECtl
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5.2.7.2 Users

This page shows the list of all the access control users. From this page you can add, edit or delete an access control user.

AR T AT ALLA O ) @GMAIL.COM ISR

Dashboard Plonts / Access control [ Users Impianto 50_VGRL_RTA
Administration
Phonebook A Filters u

Actuators

Name RFID

Gateways n Narme n RFID

Access control v

PIN Groups
Gates n PIN n Groups
Users
Groups
ons EEEE
Holidays
Plant map Name Groups RFID PIN
PIN Targa 1 Gruppo_41020 AS Gruppo_lettore_tessere_targa 1 -
Gruppo_senza_ragolal 3 -
o 4 )
- os .
PIN 41020 & 60000 -
31Total 1 (curer) ERERPRERR

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.81.12

Adding a user is pretty straighforward: you click the ‘+’ button and provide the information required. Removing a user is even easier: you just click the
trash button on the user entry and confirm.

Clicking on the name of a user the portal will open the user page where you can view/edit the following user properties.

5.2.7.2.1 General properties

Here you can modify:

28

Name,
Email,
Cellphone number,

Card code: you can manually digit the code or you can use the desk reader with the Vimar driver "Card Reader Driver" (see User Manual "Card
Reader Driver").

o user
Name Email Email Cell Cell
Card Card . PIN 5565 Vimar registered 0o
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5.2.7.2.2 Groups

Right after the general user properties you have a box where you can select the groups to which the user must be assigned.

A Groups
Assigned

Group

Sauna finlandese .
Available

Group

RTA .

zanetti .

5.2.7.2.3 Access rules

The last part of the user page shows the access rules valid for the user. They are divided into two sets: the personal ones (which can be edited directly
on this page) and the ones inherited from the groups to which the user belongs. In order to modify these you need to open the group page (see below).

4 Accessrules -
Personal
Day From To Gate Actuators
ALL 12:00 2200 PEB5001 ingresso - cam RFID45002 attuazione . .
It
Inherited
Group Day From To Gate Actuators
Sauna finlandese THURSDAY 00:00 04:00 PES5001 ingresso - cam Reled5003 attuozione |
Souna finlandese ALL 00:00 2359 RFIDA5002 Entrata RFID45002 attuazione
2 Total L n 2

To create an access rule you can just click the . button and the portal will open a form where you can set up the access rule as follows:
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Arule is defined by the following parameters:
» Gate: it can be an RFID reader or a Numpad

Add rule

Gate
Day

From

Te

ACtuators

PESS0ON ingresso - cam

Tussdoy

oo

TASTIERA x
dedia

targa

£ .

VIMAR

» Day: the day of the week when the rule is valid. There are also two extra options like ‘All’ (= all days) and ‘Holidays’ (= all the days defined as
holidays - see "Holidays" (see chapter 5.2.6.4). For more elaborated time ranges you can combine multiple rules.

* From / To: the timeslice within the day when the rule applies
« Actuators: the actuator(s) that will be activated when a user is authenticated

Hitting the ‘confirm’ button the rule is saved and becomes effective. In case of multiple rules assigned to an
authenticated user, they will be checked sequentially until one is found that allows the entrance.
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5.2.7.3 Groups

The groups page works in a similar way as the users one. On this page you can add/edit/delete a group. Adding and removing a group is analogous to
the same operations for users.

L1 VIAR

Dashboard

Administration

Phonebook B &

Actuators
Gateways Neme
Access control v

Gates

Users

Groups

Holidays

Plant map

firenze

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-08112

Editing a group is similar too: you just click the group name and the portal opens the group page where you can change the following properties.

5.2.7.3.1 Name

4 Details

Group Sauna finlandese

5.2.7.3.2 Users

This section shows the members of the group. You can remove a member or add a new one picking it from the list of the available users.

a Users
Assigned
User
Classik 4k
Zanetti_tess E
Available
User
Codice_! .
Codice_2 .
Marco Nerrri .
utente 2 .
utente | .
B 2 > M
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5.2.7.3.3 Access rules

This section shows the group access rules which are valid for all the group members. You can add/edit/'remove an access rule.

s aue i
pay From To Gate Actuators
THURSDAY 00:00 04:00 PE55001 ingresso - cam Reled5003 attuazione 1
ALl 00:00 2359 RFID45002 Entrata RFID45002 ottuorione

See "Installer and maintainer" (see chapter 5.2) for further details.

5.2.7.4 Holidays

This page shows the list of the days of the year that can be configured to be treated as ‘holidays’ when defining the
applicability time slices of an access rule.

Impianto 50_VGRL_RTA

Dashboard Plants / Access control [ Holidays

Administration

Phonebook Holidays

&
Actuators
Gateways Doy
Access control v 25 December @
Gcitas ot January @
Users

Groups

Holidays

Plant map Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

5 Access control holidays

From this page you can add a new holiday by hitting the ‘+’ button and you can delete an existing one by hitting the thrash button. A typical example
would be Jan 1, Dec 25 and so on.
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0

Select the day to be considered
holiday in the Access Control
system:

N E—

Mo Tu We Th Ffr Sa Su

Add holiday

12
8 9
15 18

2@

29 30

4 5 8 7
n 12 13 14
18 19 20 21
24 25 26 27 28

31

£ G

6 Adding a holiday

5.2.8 Plant map

VIMAR

This page allows you to keep an archive of 5 images which might be of some use for the plant management. For example they could show the

topological map of the flats, the lifts,, the location of the entry panels etc.

L4 VIMAR

onergia positiva

WA R TA s AL s o @GMAILCom [IETRS

Dashboard Plants / Plantmap

Administration

Phonebook ‘ Wy A
Actuators 4J S U RITY MAP High School - Floor 1
123 Walnut Street, Taylorsville, NY
Gateways
Access control > [r] T ® e
Plant map I Bk -
O Stsiwey @ S @ =0
Load image (max exntoction | @ Knox B

resolution = 640 x 480 px)
(6 Mb)

Tt 7 e Dby g com

North

_|.

Load image (max
resolution = 640 x 480 px)
(8 Mb)

tagh e

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Impianto 50_VGRL_RTA

7 Plant map

On the left of the page you can use a file chooser (with preview) to load the images and switch the view from one to another.

®

33



ELVOX Door entry VIMAR

View Vimar Portal

5.3 Plant manager and operator

5.3.1 Plants list

This is the landing page of the back-office users after logging in:

@nergia positiva

Region/state
Region/State

Impianto 1_VGRL_RTA

Impianto 50_VGRL_RTA

The page shows all the plants you have a back-office role on. If you click on a plant where you are either plant manager or operator you will land on the
Users page of that plant.
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5.3.2 Users

This page shows the list of all the users that have been created on the plant and that have at least one of the following roles:
» Apt manager (MyVimar account required)
» Tenant (MyVimar account required)
* Guest

VAR TR s @GMAIL.COM [IR: R4

Users Plants | Users
Administration
Entry panels

Name Email
Access control > n Name n Email
Messages

Groups
Maintenance Groups
Plant map

RFID Ll

RFID bl
— EEN

Name Email Vimar registered Groups Aptmanager RFID PIN

a
=

oper VimarRTAInstallatored@gm. &1

O o 45678

e — Bl
(8] o 5565 @

— 0327ecafd3000000

0439be821d000000

utente 3 RTA o 03ceceb0d3000000 m

25 Total « 2

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

From this page you can add/edit/delete a user as described in the following paragraphs.

5.3.2.1 Adding a user

You can create a user by clicking the button E When doing so, the portal opens a popup like the following where you can input the main user data:

Add user E]
Add user
Name Name
Email Email
Phone Phone
Card Card .
PIN PIN
Sonir

The only mandatory parameter in this form is the Name. The other parameters might become necessary depending on the services that can be
assigned to the user. More on this will be specified in other paragraphs.

5.3.2.2 Editing a user
You can edit the properties of an existing user by clicking her/his name in the user list. The portal opens the user page where you can modify all the user
properties grouped into the following categories:

» User specific properties

» Flats the user is associated to

* Groups the user is member of

» Access control rules which are associated to the user
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5.3.2.2.1 User specific properties The specific user properties are:
» Name (modifiable): identifier of the user assigned by the person who enrolled her/him into the portal;
» Email (unmodifiable): this is used to send notifications to the user when s/he is assigned some further services
» Cell (modifiable): just a string for the back-office purpose, not directly used by the portal
» Card (modifiable): the RFID card identifier (hexadecimal code) to be used by the access control system, if present
» PIN (modifiable): a sequence of digits to be used by the access control system, if present.
» Vimar registered (unmodifiable): whether the user also owns a MyVimar account

Name My Tenant Email @gmailcom cell cell

card Card . PIN PIN Vimar registered

5.3.2.2.2 Flats

This section lists the flats the user is associated with as either a tenant or an apt manager. Note that, in order for the user to be associated to a flat, s/he
must have a Vimar account and consequently the email field cannot be blank.

Building Stair Flat Apt Manager Mobile APP

— ; B i =

5.3.2.2.3 Groups

This section lists the groups the user is member of. In order for a user to be a member of a group, s/he has to possess at least a card or a PIN code and
therefore either code must not be blank. From this section you can associate or deassociate the user from a group by just acting on the two buttons on
the group entries.

- s
Assigned

Group

Swimming pool .
Available

Group

o ]

5.3.2.2.4 Access control rules

This section lists the access control rules associated to the user. They can be personal (i.e. are assigned specifically to the user) or inherited (i.e. the
rules which have been defined for the groups the user is member of). Clearly a user can get access to a gate if at least one of her/his rule allows it.

Personal
Day From To Gate Actuators
Inherited
1 Total n

For further details see "Installer and maintainer" (see chapter 5.2).

5.3.2.3 Deleting a user
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You can delete a user by clicking on the . button on her/his entry in the list. The portal will ask you to confirm your choice and, if you do, the user will
be removed from the plant.

You are going to remove the user My Guest from this
plant. Do you want to proceed?
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5.3.3 Administration (plant manager only)

The Administration page is similar to the one available to the installer and allows to:
» read and modify the plant location info
 invite a new Installer and/or a new plant manager

* invite/remove an operator

VIMAR

Administration

Flats

Entry panels

Access control >
Messages
Maintenance

Plant map

5.3.3.1 Read and modify the plant localtion info

ants | Administration

a Plantinfo
Plant

Country

4 |nstaller
Name

Email

& Operators

 Operator filters

Name

i

Phone
o
Operators list

Name

Giacomo Zanotti

17otal

Impianto 10_VGRL_RTA

o

No name specified

@gmailcom

Email

Region/state

city

giacomozanoti@kalpait

Veneto

Wia Prima strada n 36

a Plantmanager

Name

Email

Email

H

Phone

Address

zip

Gestore2

Status

PENDING

@gmail.com

Via Prima strada n° 35

28R

[ § ]

4 8

§ oo

Just change any of the strings in the upper groupbox and hit the green button on the upper right corner to save the change.

5.3.3.2 Invite a new installer

The left part of the middle groupbox shows the current installer and the buttons to remove him or to invite a new one. In the latter case you will be
asked to insert Name and Email of the new installer. The email you provide must belong to a MyVimar registered account who has already logged
into the VDIPM application at least once. When you invite a new installer the Vimar View Portal sends an email to the nominee with all the necessary
instructions to accept the invitation and take office. Until s/he does so, the current installer can still operate on the plants. If there is a new invited
installer who hasn’t taken office yet the portal shows a box like the following:

Name

Email

a [nstaller

I

@gmail.com

BHEE

Hitting on the green button you can change the invited person. Hitting on the yellow button you can remove the current invitation and hitting on the red
button the current installer can remove yourself from the plant, effective immediately.
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5.3.3.3 Invite a new Plant Manager

In a similar way, the right pane gives you the possibility to remove the current Plant Manager (yourself) or invite a new one. In case you have invited a
new plant manager and he hasn’t taken office yet the situation is pretty much analogous to the one mentioned about the invited installer:

a Plant manager
Name

HEN
Email @gmail.com

5.3.3.4 Invite/remove an operator

The bottom groupbox shows the list of the operators currently configured on the plant with some simple filters that can be used to narrow the list.

e
= Operstortiters (1]
Name Email
g g
Phone
-

Operatorsfist [ ]
Name Email Phone status
— S—— JE— BEE
— - . — EE
Michele Martini @ oi +39347 PENDING /7 B8
3 Total B 1 (current) |

For each operator the portal shows Name, Email, Phone and Status. The status of an operator can be twofold:

» PENDING: the operator has been invited by the plant manager but has not accepted the invitation yet. S/he is not operational yet. The only
operation allowed on an operator in this status is the removal which is actually a simple deletion of the invitation.

+ CONFIRMED: the operator has been invited by the plant manager and has accepted the invitation. S/he is now fully operational on the plant.

5.3.3.4.1 Invite

You can invite a new operator by hitting the icon . When doing so, the portal opens a popup like the following:

Invite operator B

Invite new operator

Name Name
Email Email
Phone Phone

where you can insert Name (mandatory), Email (mandatory) and Phone (optional). When you confirm the portal sends an email to the new operator
similarly to what happens when inviting an installer or a plant manager.

5.3.3.4.2 Edit

You can modify the properties of an operator by hitting the icon - on her/his entry. Once an operator has been inserted you can only modify the phone
property. In case you need to change her/his name you can always delete and create her/him again with the desired name.

39 &)



ELVOX Door entry VIMAR

View Vimar Portal

5.3.3.4.3 Delete

You can delete a maintainer by hitting the . (or - if pending) icon on her/his entry.

40 @



ELVOX Door entry VIMAR

View Vimar Portal

5.3.4 Flats

This page lists all the flats that have been configured by the installer during the initial setup of the plant. On the top part there are some filter that can be
used to narrow down the result set below.

Users Plants | Flats ]
Administration
Flats A Filters n
Entry panels
Dialcode Building
Access control > n Dial code n Building
Messuges
Stair Flat
Maintenance n Stair n Flot
Plant map .
Alias Visibility
g g o :
Riserless Name
[ < Bl
Flats
Building Stair Flat Type Dial code Riserless visible Name Alias
Palazzo Comune 1 Flat 0100001 = = Virtual 1
'atazzo Comune 2 Flat 0100002 = = Virtual 2
Comune 3 Flat 0100003 = = virtual 13 Monopoli
Comune 301 Flat 0100301 = = Virtual 14 Pippo.
Ealozzol Comune 4 Flat 0100004 = &) Virtual 15
Sealal 2 Flat 0101022 = = Virtual 17
Sealal 2 Flat 0101021 = = Virtual 16
Palazzof Scalal 4 Flat 0101004 = [} Virtual 18
Palozol scalal 2 Flat 0101023 = = virtual 19
Palozzof scalal 5 Flat 0101005 = = virtual 20 -

When you click on the name of a flat the portal opens the relative page which contains all the flat properties grouped into the following sections:
« Configuration
» Users
* Mobile APPs
+ CCTV
 Actuators.
More details on this will be given in the following paragraphs.

5.3.4.1 Configuration

This section contains the specific configuration of the flat:
» Code (read-only): the dial code
« Building, Stair and Flat (read-only): the topological coordinates
* Name1, Name2, Ext (read-write): the names of the flat
 Visible (read-write): weather the flat is visible on the entry panel
« Alias (read-write): a custom name assigned by back-office staff and not changeable by the flat tenants
» Riserless (read-only): weather the flat is virtual (no physical home stations)
« Apt manager (read-write): the possible apt manager assigned to the flat. Note that if this is the case, the Mobile APP section will not be visible to
you because only the apt manager will be able to manage the APPs associated to the flat.

» Partner flat (read-only): in case the flat has been associated with a partner flat. The partnership bond connects a virtual flat to a physical one. As a
result, a call to the virtual flat will cause both flats devices to ring. If instead the physical one is called from the entry panel, only that one will ring.

A Configuration = B
Code 0102005 Building palazzol BT Virtual 20 modificato
Alias Alios Stair scala2 Name2 Name 2
@D visible Riserless Flat 5 Ext. Extension

Apt. manager H Select manager v Partner flat Partner flat
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5.3.4.2 Users

This section contains the list of the users associated to the flat. By clicking the . button, you will be able to associate a user to the flat as a tenant. In
order for this to happen the user must have a valid email because the portal will send her/him an email with the invitation and the instructions to create a
MyVimar account if the user doesn’t already have one.

Name Status RFID PIN
test user 8 B O

5.3.4.3 Mobile APPs

This section allows you to configure the 5 APP service available to the flat. There is a line for each APP service and the ones with the video preview are
marked with a green symbol while the others have a red one.

4 Mobile APP
Assigned to Application name Last connection

appl = f 05/01/22 12:62:56 B = .

app2 =™ W - IEE R

o : - - BEEE

app4  &w - - . ] = o

apps W R o . i = o

For each APP service you can proceed with the actions described in the following paragraphs.

5.3.4.3.1 Assign the service ( . )

This button will open a form which allows you to assign an APP to a user.

Mobile APP service assign
Assignee New assignee v
Email Input valid email

Name Assignee name

Insert alias for the new APP service

APP name APP name

The assignee can be picked from the list of tenants already associated to the flat or a new user can be invited right away by selecting the ‘New
assignee’ option in the combo box. In such a case, an email and a name must be provided for the assignee and another name for the APP service.
Note, actually, that you can assign multiple APP services to the same assignee and so an APP name is necessary to distinguish them. When you
confirm the service assignment, an email will be sent to the service assignee and the other buttons will be enabled.
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5.3.4.3.2 Show a pending invitation ( . )

This button is only enabled for a pending invitation. If you click on it, the portal will show the data of the pending invitation:

Scan the QR code to configure your Video Door APP

()

VIMAR

the QR code (or the ‘configure’ button - in case you are opeining the page from a smartphone browser) can be used to configure a Vimar APP. When the

service configuration is complete, the ‘Last connection’ parameter is populated and the . button gets disabled.

5.3.4.3.3 Re-send the invitation email ( = )

If you click this button you will re-send the invitation email to the assignee of the APP service. Similarly to the . button, it gets disabled as soon as the

service configuration is completed with an APP.

5.3.4.3.4 Delete an APP service ( . )

If you click on the trash button of an APP service entry, you will simply delete the APP service and the assignee of that service will no longer be able to

receive calls from the plant devices.

5.3.44 CCTV

This section shows the list of all the CCTV configured by the installer inside the plant. You can flag/unflag the

checkbox to make the CCTV visible/invisible — respectively — from the flat.

A CCTV

Name

TWCCI

vCE2

TVCC3

4 tota

Video URL

rtsp:/{10.0.0.201:554 profilel
rtsp:/[10.0.0.202:554/ profile!
rtsp:f[10.0.0.203:554/ profile]

riep://10.0.0.204:554/ profilel

Visible
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5.3.4.5 Actuators

This section shows the list of all the actuators configured by the installer inside the plant. You can flag/unflag the
checkbox to make the actuator visible/invisible — respectively — from the flat.

A Actuators &
Name - Type: Visible :
PES5001 attuazione AV DOOR
TASTIERA dclla tufgg DOOR
RFID Targa Prova DOOR
RFID45002 attuazione LIGHT
16 total I < '}, 3 3 4 > 2]
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5.3.5 Entry Panels

This page shows the list of entry panels that have been configured in the plant.

VIMAR

Users.

| Entry panels

Administration

Flats & Filters u

Entry panels
Name Building
Access control > n Noma n Building
Messages
Dial code stair
Maintenance n Dial code n Stair
Plant map
entry panels
Building stair Fiat Type pial code Riserless visible Name Alias
default Entry panel 10000001 ) = TARGA PRINCIPALE
Comune Entry panel 10200001 o &= PES5002
Comune Entry panel 10100001 ] = PES5003
palazzol Comune Entry panel 10100002 [m] =) PEB5004
Palozzo Comune Entry panel 10100003 O = PES5005
Palazzo Comune Entry panel 10100004 ] =) PES5008

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

By clicking on the name of an entry panel you can open the relative page which shows the specific data of the entry panel like shown in the following
picture:

els | Details

Administration

Flats A Configuration g

Entry panels

Dial code 10000001 Building an Name Ingresso Nord AS
Access control >
Messages Stair a

Maintenance

Plant map

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

The only property which is modifiable is the entry panel name.
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5.3.6 Access Control
This section of the portal allows you to configure the access control system of the plant. More specifically the section opens into 3 subsections where
you can configure, respectively:
* Overview
* Gates
* Groups
* Holidays.
More details are given in the following paragraphs.

5.3.6.1 Overview

This page provides an overview of the historical access data of the plant. The default page will look like the following figure:

SSOBAVIMAR@GMAIL.COM =8
Users Plants | Access control | Overview 1P Resurrection. |-
Administration
Flats Synchronise data Last data Update: 19/05/2022 - 0017 -
Entry panels
Daily transits
Access control v b huilae
Overview Legend
Gates -
Groups 50,000 s
Holidays »
]
Messages e . s
o & o & o & o o o & oy & o5 o &
B AN g 5 X & & & N N Ay A S N Yy m
¥ N Y ¥ N N & & & & >y 8 S = o
Maintenance ¥ & » » » w y i (]
Plant map s
™ v
Day v
v Table filters n
o' Tecrsits
Date User Flat Gate Card/[PIN status
Apr 27,2022, 553 PM RFID45007 Entrance 03ECB7AIBE000000 UNKNOWN
Apr 27,2022, 5:53 PM RFID45008 Entrance 03ECB7AIBE000000 UNKNOWN
Apr27,2022, 5:53 PM RFIDAS0IS Entrance 03ECB7AIBE000000 UNKNOWN
Apr 27,2022, 5:53 PM RFID45014 Entrance 03ECB7AIBE000000 UNKNOWN
Apr 27,2022, 553 PM RFID45012 Entrance 0O3ECB7AIBE000000 UNKNOWN

There are 4 sections:
» a button which can force the download of the access data from the plant to the cloud

« agraph which shows the access data per gate. The access data can be grouped by Month/Week/Day/Hour/ Minute depending on the selected time
span in the Table filters. If the time window spans more than 7 days the possible grouping is Month/Week/Day. If the time window spans 7 or less
days than the grouping options are Day/Hour/Minute. The default time span is 30 days and the maximum is 365 days.

« some filters which can narrow down the search:

4 Table filters n
From To Flat
2022-04-19 n 2022-05-19
00 |:| 00 n 23 |:| 589

Select a flat

Gates

Gates
Users

Users
status

Status

* From/To: time span (default is 30 days and maximum is 365 days)
Flat: will filter the transits performed by the tenants of a specific flat (or flats)
+ Gates: will filter the transits performed through a specific gate (or gates)

Users: will filter the transits performed by a specific user (or users)
« Status: will filter the transits based on the status (Granted/Denied/Unknown user/Error)
» aresults table with all the details of the plotted data.
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5.3.6.2 Gates
This page shows all the gates initially configured on the plant by using the VDIPM application.

w4 VIMAR

Users

Administration

Fiots o i
Entry panels
ST Name Devicename
Overview PEB5001 Ingresso - cam A32244FBB00285 »
St RFID45002 Entrata A32244FBB00285 ”
Groups
PES5002 Entrata A32244FBB00285 e
Holidays
PEB5004 Entrata A32244FBB00285 e
Messages
MalAtonones PES5005 Entrata A32244FBB00285 s

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Beware that in order to create or remove a gate you need the VDIPM. From the portal you can only change the name of a gate which is already present
by clicking on the pencil icon on the right of the gate entry. A simple form will pop up like the following:

Edit gate E|

Gate PE55001 ingresso - cam

EZJ oot
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5.3.6.3 Groups

This page lists the groups configured on the plant. On this page you can:

. add a group by hitting the ‘+” button
. delete an existing group by hitting the trash button on the group entry in the list
. edit the group properties by clicking the group name

VIMAR

L4 VIMAR

Users

Plants / Access control / Groups
Administration

Flats Groups

Entry panels
Access control v
Overview

Gates

Groups
Holidays
Messages
Maintenance

Plant map

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

The group properties that can be configured are shown in the following paragraphs.

5.3.6.3.1 Name

Group Sauna finlandese
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5.3.6.3.2 Users

This section shows the members of the group. You can remove a member or add a new one picking it from the list of the available users.

P &
Assigned
user -
Classik 4k -7
Zanetti_tess B
2total
Available
user:
codee.) u
Codice_2 B
Marco Nerrri -
utente 2 -
utente 1 .
18 total W o< @2 3 a > M

5.3.6.3.3 Access rules

This section shows the group access rules which are valid for all the group members. You can add/edit/remove an access rule.

« ques [ ] <]
Dﬂy > From - To: Gate - Actucitors ‘
THURSDAY 00:00 0400 PES5001 ingresso - cam Relods003 ctuasions | [ ] v
ALL 00:00 2359 RFID45002 Entrata _ . .
2tatal

For further details see "Installer and maintainer" (see chapter 5.2).
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5.3.6.4 Holidays

This page shows the list of the days of the year that can be configured to be treated as ‘holidays’ when defining the
applicability time slices of an access rule.

VIMAR

L4 VIMAR

onorgia positiva

Users Plants / Access control / Holidays

Administration

s Holidays

Entry panels

Access control v Day:
Overview 06 January

Scitas 08 December
Groups

Holidays
Messages
Maintenance Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Plant map

From this page you can add a new holiday by hitting the ‘+’ button and you can delete an existing one by hitting the thrash button. A typical example

would be Jan 1, Dec 25 and so on.

Add holiday B

Select the day to be considered
holiday in the Access Control
system:

N —

Mo Tu We Th Fr Sa Su
12

4 5 6 7 8 9

n 2 13 14 15 16

18 19 20 21 22

24 25 26 27 28 29 30

o] ]
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5.3.7 Messages

This page allows you to send messages to any apartments, both physical and virtual ones, to notify the tenants of some events/activities going on in the
plant. The page keeps the record of all the sent messages, with a user experience similar to an email client program.

a8 IMPORTANT: from the portal you can send messages but you cannot receive messages.

L4 VIMAR

energia positi

Users Plants / Messages IP Resurrection

Administration
Flats
Entry panels Sentmessages .

Access control >

Messages

Maintenance

Plant map View Vimar Portal - Powered by Vimar, ver-10.9 | Privacy Policy

In order to compose and send a new message you need click on the . button in the upper right corner and the message form will show up.

Send new message

| seleziona appartamento/i

You can now fill up the recipients field with all the apartments you want to send the message to.
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Send new message

| Apparta... x | Virt Apt1x
1

[ Select Al

Search
Appartamento 1
Virt Apt1
[ virtapt2
[ virtual Apartment 3

[ virtual Apartment 4

oz S WS I

Once you are done with the recipients, you can fill in the message body. Note that the ‘Send’ button won’t be enabled until you insert some text to send.
In other words, empty messages are not allowed.

Send new message

1

Stair B elevator will be out of order tomorrow May 4 from 2PM to SPM.

After completing the message body you can finally send the message by clicking the ‘Send’ button. The portal will show a popup confirming the
message has been sent and upgrades the list of the sent messages.
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VIMAR

energia positiva

L VIMAR

Usars Plants / Messages
Administration

Flats

Entry panels Sentmessages

Access control »
X . Sent to: Virtual Apartment 2,Virtual Apartment 3
° Virtual Apartment 2,Virtual Apartment 3 20/02/2022 09:35:31 1

Messages

Swimming pool will be closed tomorrow due to maintenance activities.
Maintenance T i X o
swimming pool will be closed tomorrow due to maintenance activities.

Plant map

View Vimar Portal - Powered by Vimar, ver-10.9| Privacy Policy

Progetio P2

L ]

You can delete an item from the sent messages list by clicking on the trash icon on the message. When you do that the portal shows a dialog like below
and only if you confirm the message is deleted.
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5.3.8 Maintenance

M VIMAR

In this page you can see all the activities carried on by the back-office users onto the plant. Each record shows a timestamp, the User name, the Role(s)
s/he owns on the plant and a brief description of the recorded activity.

4 VIMAR

onorgia positiva

Users

| Main
Administration

Flats A Maintenance

Entry panels
From

Access control v yyyy-mm-dd
Overview

Gates

Maintenance

Groups

Holidays St
Maseciges 2021/12/2316:4721
Maintenance

2021/12/2316:50:47
Plant map

2021/12/23 16:54:48
2021/12/23 1655:54
2021/12/2317:0118
2021/12/2317:01:23
2021/12/2317:01:50

2021/12/2317:42:08

2021/12/24 23:06:09
2021/12/24 232032

1075 Total

/ Maintenance

To

=

user

user Role
inquilino3 Tenant
Gestore? Manager
Gestore? Manager
Gestore? Manager
Gestore2 Manager
Gestore2 Manager
Inquiline3 Guast

No name specified Installer
Gestors2 Manager
Gestore2 Manager

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

Activity

Invite [ CONFIRMED | for this role: | Tenant | and plant: [ 00c¢
Loginfor user: [ 1288eec8-6a53-4di9-8dae-2aeabliff7bd | ¢
Logout for user: [ 1286eec8-8a53-4df9-89e-2aeatl7bd |
Login for user: | 1288eec8-6a53-4di9-89ae-2aeabllff7bd | ¢
Assigned new mobile App to user: [ inquilina3rta | for this pk
Logout for user: | 1286eec8-6053-4df9-890e-2aeadlff7bd |
Invite | CONFIRMED ] for this role: [ Tenant | and plant: [ 00cC
Login for user: | bbadbB4-febf-4069-91c0-f4eBc707a8b9 |

Login for user: [ 1286eec8-6a53-1df9-890e-2aeabllff7od | ¢

Logout for user: | 1286eec8-6a5

40f9-890e-20ea8l1ff7bd |
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5.3.9

Plant map

VIMAR

This page allows you to keep an archive of 5 images which might be of some use for the plant management. For example they could show the

topological map of the flats, the lifts,, the location of the entry panels etc.

Dashboard
Administration
Phonebook
Actuators

Access control >

Plant map

Plants [ Plant map

Load image (max
resolution = 640 x 480 px)
(6 Mb)

Load image (max
resolution = 640 x 480 px)
(6 Mb)
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Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8114 | Privacy Policy
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On the left of the page you can use a file chooser (with preview) to load the images and switch the view from one to another.
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54 Apartment manager

5.4.1 Flats list

VIMAR

When you log into the View Vimar Portal as a tenant or an apt manager, the landing page is the flat list which shows the list of all the flats s/he has been
assigned to. For each flat the membership role is specified (tenant or apt manager).

4 VIMAR

energia positiva

TRTROVssAR@GMAIL.COM IR

Flats / Flats list

Flats
Plant Building
Impianto 10_VGRL_RTA Palazzol
Impionto 50_VGRL_RTA Palazzol

210t

stair

scala2

Scalal

Flat call Name
5 0102005 Virtual 20 modificato

5 0101005 VGRL_4

Vimar VIEW Portal - Powered by Vimar, ver-0.822 | Privacy Policy

secondary name

Role

Tencnt

Tencnt

If you click on a flat link the portal will open the flat page.

5.4.2 Flat page

If you have been assigned the role of apartment manager, your flat page looks like the one in the following figure.

14 VIMAR

_energia positiva

Flats / Details

A Flat configuration

Dial code 38105

Apt. manager

4« Mobile APPs

appl

appd  iw =

app5 i e

-

Assigned to

My Tenant
app2 m -

app3 —

Building Building!
Stair Common
Flat 3
v
APPname Last connection

vimar VIEW Portal - Powered by Vimar, ver-0.82.2| Privacy Policy

Primary name

Secondary hame

Ext.

IO ROTTO @VIMAR.COM = R

o
Virtual Apartment 5

Secondary name

Extension

The page is divided in two sections which will be described in the following paragraphs.
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5.4.2.1 Flat configuration

This section contains the general configuration of the flat. Here you can see the main parameters of the flat. More specifically you can change the
following ones:

. Primary name: the primary name that appears on the entry panels

. Secondary name: the secondary name that appears on the entry panels

. Extended name:

. Apt manager: from here you can invite a new apt manager picked up from the other tenants of the flat. When you confirm the operation, the

portal sends an invitation email to the new candidate. You will remain in charge until the nominee logs in, accepts the invitation and takes office.

5.4.2.2 Mobile APPs

This section allows you to configure the 5 APP service available to the flat. There is a line for each APP service and the ones with the video preview are
marked with a green symbol while the others have a red one.

4 Mobile APP
Assigned to Application name Last connection

appl = it 05/01/2212:52:56 N . = .

app2 " -- i . = .

app3  m : - - o = E

app4 i e == == . ] = o

app5  kw - s - N =

For each APP service you can proceed with the actions described in the following paragraphs.

5.4.2.2.1 Assign the service ( - )

This button will open a form which allows you to assign an APP to a user.

Mobile APP service assign
Assignee New assignee v
Email Input valid email

Name Assignee name

Insert alias for the new APP service

APP name APP name

The assignee can be picked from the list of tenants already associated to the flat or a new user can be invited right away by selecting the ‘New
assignee’ option in the combo box. In such a case, an email and a name must be provided for the assignee and another name for the APP service.
Note, actually, that you can assign multiple APP services to the same assignee and so an APP name is necessary to distinguish them. When you
confirm the service assignment, an email will be sent to the service assignee and the other buttons will be enabled.
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5.4.2.2.2 Show a pending invitation ( . )

This button is only enabled for a pending invitation. If you click on it, the portal will show the data of the pending invitation:

()

Scan the QR code to configure your Video Door APP

the QR code (or the ‘configure’ button - in case you are opeining the page from a smartphone browser) can be used to configure a Vimar APP. When the

service configuration is complete, the ‘Last connection’ parameter is populated and the . button gets disabled.

5.4.2.2.3 Re-send the invitation email ( = )

If you click this button you will re-send the invitation email to the assignee of the APP service. Similarly to the . button, it gets disabled as soon as the
service configuration is completed with an APP.

5.4.2.2.4 Delete an APP service ( . )

If you click on the trash button of an APP service entry, you will simply delete the APP service and the assignee of that service will no longer be able to
receive calls from the plant devices.
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55 Tenant

5.5.1 Flats list

When you log into the View Vimar Portal as a tenant or an apt manager, the landing page is the flat list which shows the list of all the flats s/he has been
assigned to. For each flat the membership role is specified (tenant or apt manager).

w4 VIMAR TR GMAILCoM IR
anergia positiva
Flats / Flats list
Flats
Plant Building Stair Flat Call Name Secondary name Role
Palazzol Scala2 5 0102005 Virtual 20 modificato Tencnt
Palazzol Scalal 5 0101005 VGRL_4 Tenent
tot
Vimar VIEW Portal - Powered by Vimar, ver-0.82.2| Privacy Policy

If you click on a flat link the portal will open the flat page.

5.5.2 Flat page

The page of a flat of which you are a simple tenant looks like the next figure and allows you to manage your APP service. When a service has been fully
configured the page will look like the following:

Lj VIMAR Terssevsesn@GcMAIL.com JIEIRS
anergia positiva
Flats / Details
~ Noble APPs
Assigned to APPname Last connection
appl ™ Manutentorel Mio 05/0/2216:19:47 w a

Vimar VIEW Portal - Powered! by Vimar, ver-0.82.2 | Privacy Policy

The various columns show you the following information:
+ whether the APP service is configured with the video preview ( ™ )ornot ( ™ )
« the APP name which you have configured on your APP
« the timestamp of the last time your APP connected to the Vimar cloud.

If you want to reset your APP service (e.g. because you have changed your smartphone and you want to configure a new APP) you can click on the

button and the current APP service will be reset and the . button gets enabled. If you now click on this button the portal opens the configuration
popup
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APP [test user app] - E]
configurazione

Scannerizza il QR code per configurare la tua APP Video
Door

This popup can be finally used to configure the new APP instance. There are two possible options:
1. you can use your APP to point at the QRcode displayed on a laptop and follow the instructions the APP will show you;

2. you can open the popup from a browser on your smartphone where you have already installed the APP and then click the ‘Configure your APP’
button. This will automatically open your APP where you want to follow the instructions you'll be given.
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5.6 Superuser

The superuser is a role assigned only to Vimar technicians. The superuser has the only purpose of resolving stalled situations where an installer and/or
a plant manager is needed but cannot be nominated by the current ones, for any reason. As a superuser, your user experience consists of a single page

where you can manage all the installers/ plant managers of all installed plants.

L4 VIMAR e -
anorgia positiva

a Filter plants n

Plant Region/State

n Plant Region/state

Address Installer

Address Installer

Country city

b 3

zip Plant manager

n zp Plant manager

only vacancies

Plant list
Plant Country Region/state city Address. e installer Plant manager
R —— wote N — es— P——
- wate 00 ——— PR
R wate Voo suodar 35 Viapimasrodarsss 9528 Pa— Y T— |
PSas-KITS ssonstvimer@gmaitcon | [ [ recipientsussmome | [ [
Riserless_testl it it viale vicenza viale vicenza 12345 matteoroso@vimar.corr . . Recipient's usemame . o
rarsas seopensusamame | [ B m—— Y

36 Total «EICTESON 2 3 4 5 6

Video Door Entry System Remote Management Portal - Powered by Vimar, ver-0.8112

As a superuser, you can remove a current installer and or plant manager with no constraint whatsoever. Similarly, you can invite a new installer and or
plant manager with no constraints.

By clicking the . button you can invite a new installer or plant manager by inserting her/his email address in the form that pops up. When doing so the
current one remains in charge until the new one accepts the invitation.

When this happens, all the maintainers or operators associated to the previous one will be removed from the plant.

By clicking the . button you can delete a new installer or plant manager. When doing so the removed installer or plant manager can no longer
operate on the plant, effective immediately. All her/his maintainers or operators will be immediately removed from the plant.
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